MunuctepcTBO 00pa3oBanus U Hayku Poccuiickoit denepanuu
JIETTAPTAMEHT I'OCYJIAPCTBEHHO! TTOJINTUKU B COEPE OBII[EI'O OBPA30OBAHUS
[MMCbMO
or 14 masg 2018 roga Ne 08-1184
O nanpasieHu UHPOPMAIUH

JlemapTaMeHT rocyaapCcTBEHHOM MOJIUTUKU B chepe ob1iero odpazoBanuss Munobprayku Poccun
HaMpaBIsAeT AJis CBeJeHHs paspaboTanHbie Bpemennoi komuccueit CoBera @enepaliiu o pa3BUTHIO
WH(OPMAIIMOHHOTO 00IIECTBA METOIMYECKIE PEKOMEHIAINH O pa3MEIICHUN Ha HH(DOPMAIIMOHHBIX
CTEeHJaX, OQUIHATIBHBIX HHTEPHET-CaiTax U APYruxX MHPOPMALMOHHBIX pecypcax
0011e00pa30BaTEbHBIX OPraHU3AIMK U OPTraHOB, OCYIIECTBISIONINX YIIpaBJIeHUE B cepe
oOpa3oBaHusl, HHPOpPMaLKU 0 6€30I1aCHOM MOBEACHUH U UCTIOIb30BaHuM ceTH "UHTepHet".

Jupexrop [enapramenra
A.E.IletpoB
IIpunoxenne

MeTtoanyeckre peKOMEHIaUK O pa3MeIIeHUH Ha HH(POPMAITHOHHBIX CTEH/IaX, OQHUIIMATBHBIX
MHTEpHET-caiiTaX U ApYrux MHGOPMaIMOHHBIX pecypcax 001ieo0pa3oBaTeIbHbIX OpraHUu3ai u
OpraHoOB, OCYIIECCTBISIONINX yIIpaBlieHUE B cepe oOpa3oBanwsi, nHHOpMAIUN O O€30ITaCHOM
IIOBEJICHUU U HCIIONb30BaHuu cetu "MHTepHer”

Dkcnepramu 1 wieHaMu Bpemennoii komuccun Coseta @enepaiuu no pa3BUTHIO HHHOPMAITMOHHOTO
o0I11ecTBa B paMKax BBIIOJIHEHHS PEKOMEHIANI MaplaMeHTCKUX CIyIIaHu# "AKTyaabHbIE BOIPOCHI
oOecrnievueHrs O€30MaCHOCTH U Pa3BUTHUSA AeTel B MH(OPMAllMOHHOM MPOCTPAHCTBE", KOTOPbIE MPOIIUTH
B CoBere @enepanuu 17 anpens 2017 ., Obuti pa3paboTaHbl METOAMYECKHAE PEKOMEHIAIINH O
pasMenieHnH Ha HHGOPMALIMOHHBIX CTEHAAX, O(ULIMaTbHBIX UHTEPHET-CalTaxX U APYTUX
MH(OPMAIMOHHBIX pecypcax 001eo0pa3oBaTebHBIX OPTAHU3AIMA U OPTAHOB, OCYIIECTBIISIONTNX
ynpaBieHue B cpepe oOpazoBanus, HHGOpMaILIMK 0 6€30MaCHOM MOBEICHUHU U UCTIONb30BAHUH CETH
"Untepuer" (nanee - METOIUYECKHUE PEKOMEHIAINN ).

MeTtoanyeckre peKOMEH/1allii HallpaBJIeHbl Ha KAYeCTBEHHOE MOBBIILICHUE YPOBHS HHPOPMALIMOHHOM
NEeATeIbHOCTH 0011e00pa30BaTeIbHBIX OPraHU3aIlid 1 OPraHOB, OCYIIESCTBISIOIINX YIIPABICHUE B
cdepe 0OpazoBaHMs, B YaCTH HH(POPMHUPOBAHUS yUAIIUXCS, UX POIUTENEH (3aKOHHBIX
IPEeACTaBUTEIICH) U ITe1arOTHYEeCKUX PAOOTHUKOB 00 OCHOBHBIX acleKTax HH(OPMALMOHHOM
0€30MacHOCTH.

MeTtoaudeckre peKOMEHIaluU TTO3BOIISAT 00IIe00pa30BaTeIbHBIM OPTaHU3AIIMSIM U OpraHaM,
OCYIIECTBIISIONIUM yIIpaBiieHHue B cepe 0Opa3oBaHusl, aKTyalu3UpPOBATh YK€ UCIOJIb3YEMBIE U



pa3MenieHHbIe HHPOPMAITHOHHBIC MaTEPHAIIBI, TAK U TIOJTOTOBUTH UX B CIIy4ae UX OTCYTCTBUS C
YUETOM JYUYIINX MPAaKTUK U PEKOMEHIALIUH.

B pamkax MeToaMuecKUX peKOMEeHAANNH pacCMaTPUBAIOTCS CIIEIYIOIINE HHCTPYMEHTHI:

1. nH(pOpMaLIMOHHbBIE CTEH/IBI;

2. opunnanbHbIe MHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoi MHPOpPMALUH (IIKOJIBHBIC Ta3€Thl, IeAaroruuecKue U31anus 1 Jpyrue).
WNndpopmanoHHbIe CTEH B

Ha undopMaiimoHHbIX cTeHAax B 00I1€00pa30BaTeIbHBIX OpPraHU3aIUsAX, PACIIONOKEHHBIX B (oiie
YUpexIACHUN U B KaOMHETaX, OCHAIIEHHBIX MTEPCOHAIIBHBIMU YCTPOMCTBAMM JIJISl BBIXO/IA B CETh
"UHTepHeT", peKOMEeHAyeTCsl pa3MeCTUTh HHPOPMAIIMOHHBIE TAMSATKH, COJIEPKallie OCHOBHbBIE
COBETHI IO 00ECTICYeHHIO HH(POPMAIIMOHHOM 0€301MaCHOCTH YYaIHXCSl.

B npunoxxennu Ne 1 kK METOUYECKUM peKOMEHIAIUSM MIPEICTABICH 00pa3ell MaMsATKH IS
pa3MenieHus Ha HHPOPMAIIMOHHBIX CTCH/IAX.

CpenctBa MaccoBoii HH(pOpMaLIUN

B cpencrBax maccoBoil HHQOpMAaIMK, OPUEHTUPOBAHHBIX HAa 00YYarOIIMXCsl, PEKOMEHAYETCS B
TeueHUe yueOHOTro rojia peryyisipHo MyoJuKoBaTh HHPOPMALMOHHbIE MaTepHallbl, IOCBAIICHHBIE
OTAENBHBIM acreKTaM HH()OPMAIIMOHHON 0€30IIaCHOCTH, a TAaKXKe Pa3JInYHbIC TAMSITKH 0OIIETO
Xapakrepa.

B cpencreax maccoBoit HH(popMaIiy, OpUeHTUPOBAHHBIX Ha MEJaroru4eckyro 00IEeCTBEHHOCTD,
PEKOMEHAYETCS B TeUEHHE KaJICHJAPHOTO T'oJla PETyJIsIpHO IMyOJIUKOBAaTh HHPOPMALIMOHHBIE
MaTepHabl, IOCBALICHHBIE OTJEIbHBIM acleKTaM HH()OPMaMOHHONW 6€30I1aCHOCTH KaK
HECOBEPILICHHOJIETHUX, TaK U 0011e00pa30BaTeIbHBIX OPraHU3alni, a TAKKE Pa3TUYHbIC TAMSTKH,
0030pbl HOPMATUBHO-IIPABOBOT'0 PETyJIUPOBaHUS JAHHOM cepbl U HHPOPMALIUIO O AKTYaJIbHBIX
MEpPOTPHUATHSIX M COOBITUSAX B JAHHOM cdepe.

B xone nposeaenust EnquHoro ypoka o 6e3omacHocTH B cetu "MHTEpHET" peKoMeHyeTcst
o0ecnevnTh BBITYCK TEMAaTHYECKOT0 BBIITyCKa CPeICTBA MacCcOBOM HGOpManuu 1100 cepun
myOIuKaIui, cpein KOTOPBIX PACCMOTPETh OPTraHU30BAHHBIE MEPOTIPUSATHUS AJIs1 00YyJaIOIIUXCS, UX
ponuTene (3aKOHHBIX PECTaBUTENEH) U MeJarornyeckoi 001ecTBEHHOCTH.

Od¢unnanbusie THTEpHET-pECypChl

O0m1e06pa3zoBaTeIbHBIM OPraHU3ANMAM PEKOMEHYeTCsl Ha CBOUX opuIMaIbHbIX MHTEpHET-pecypcax
o0ecreunTh (PYHKIIMOHUPOBAHUE CAaMOCTOSITEIEHOTO M CTIEHUATM3HPOBAHHOTO pa3ierna
"UnrdopmanrionHas 0e30MacHOCTh", B paMKax KOTOPOTO MPEIyCMOTPETh Pa3MEIICHHE CIEAYIOIICH
nH(popManuu:
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JOKYMCHTOB B

Paznen/moapaszaen ®dopmar ConepxaHnue MaTepuaioB
MIpEICTABICHUS
MaTepHuaoB
.||/loxanbubie HOpMaTuBHBIE |[Konuu Pa3meniatorcs Konuu TOKyMEHTOB, T.€.

CKAaHMPOBAaHHBIN BapUaHT JOKYMEHTA,

CTpaHMLE canTa

o0ecrieyeHus dopmare *PDF  ([cooTBeTcTBYIOLIMI TpeOOBAHUAM K MapamMeTpam
UH(POPMaLIMOHHON CKaHUpOBaHHUA. Pa3zMmerarorcss JOKYMEHTHI,
6e30macHOCTH periaMeHTHPYIOIE OpraHu3aluio U paboTy ¢
oOyyaromuxcst MEPCOHAIbHBIMU JTaHHBIMHU, TUIAHBI MEPONIPUSATUH TIO
obecrneueHn0 HHHOPMAITMOHHOM OE30MaCHOCTH
00ydJaroumxcs u Apyrue.
.|[HopmatuBHOE Konun [TyOnuKyroTCs aKkTyajabHbIe CBEICHHUS O
peryipoBaHue JTOKyMEHTOB B (denepanbHbIX U PETHOHAJIBHBIX 3aKOHAX, MHCbMax
dopmate *PDF  |opranoB BiacTu u Ipyrue HOpMaTUBHO-TIPABOBBIE
JOKYMEHTBI, perJIaMeHTHUpPYIoLIHe oOecrieueHne
nH(pOpMaITMOHHOM 0€30MMacHOCTH
HECOBEPIICHHOJIETHUX. /[omycKkaeTcss BMECTO KON
pa3MellaTh ruIepCChbUIKU Ha COOTBETCTBYIOLUE
JIOKYMEHTBI Ha caiiTaXx OpraHoB IOCy/1apCTBEHHON
BJIACTH.
.[Ilemarormueckum Texkct Ha Pa3zmemarorcs Mmetoquyeckue peKkoMeHIauuu 1
paboTHUKaM CTpaHUlIEe caiiTa |lyka3biBaeTcs HHGOpPMaLUs O MEPOIIPUATHSIX,
MPOEKTaxX U MporpaMMax, HalpaBJICHHbIX Ha
Kormun MOBBILIEHHE HH(OOPMAIIMOHHON IPaMOTHOCTH
JTOKyMEHTOB B Me1arOorYecKix pabOTHUKOB.
¢dopmare *PDF
.||OGyuaromumes Tekcr Ha Pa3smemaercs unpopmalonHas namsiTka

(mpunoxenue Ne 2) 1 yka3biBaeTcss ”HPOpMaIus o
MEpONPUATHAX, IPOEKTaX U porpammax,
HaIlpaBJICHHBIX Ha MOBBIIIEHHE HHPOPMAIIMOHHOM
IPaMOTHOCTH O0YYarOLIUXCS.

.||Pomutensm (3aKOHHBIM

[IPEICTaBUTEIISIM)
oOyJaronuxcs

Tekct Ha
CTpaHHULE canTa

Pa3mermaercst nuHpopMaMoHHas namsTka
(mpunoxenue Ne 3).

Jlerckue GezomacHbIe
CaMTHI

Texkct Ha
CTpaHUIIEC canuTa

Pa3memaercs nHPpopManus 0 peKOMEHyEMbIX K
UCIIOJIb30BaHUIO B Y4eOHOM mpoliecce 0€30MacHbIX
caiitax, OaHHEpbl O€30MACHBIX AETCKUX CAalUTOB.

Opranam, OCyIIECTBIISIOIINM yIpaBlieHHE B chepe 00pa3oBaHMs, PEKOMEH/IyeTCsI HA CBOMX
ournmaneHeIx HTEpHET-pEecypcax odecnednTs PyHKIIMOHUPOBAHNE CAMOCTOSTEIBHOTO U
crienuan3upoBanHoro paznena "MuadopmanonHast 6€30macHOCTh", B paMKax KOTOPOTO
MPEAYCMOTPETh pa3MeIIeHUE CIIeAYIOIIeH HHPOPMAIHH:

[Tpunoxenue Ne 1




[MamsTka 11 00ydarommxcsi 00 HHPOPMAITMOHHOM 0€30MacHOCTH JAeTel
HEJIb31

1. Bcem nmozpsizt cooOmiaTe CBOIO 4acTHYIO HH(GOpMAILMIO (HACTOsIIUE UMs, aMUIIHIO, TesIe(OH,
azipec, HOMep MIKOJIBI, a TaKke (hoTorpaduu CBOH, CBOCH CEeMbHU U Ipy3eii);

2. OTKpbIBaTh BIOXKEHHBIE (DAaiIIbI 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABHUTEIIS;
3. I'pyOuts, npuanparthbcsi, OKa3bIBaTh JaBJICHHE - BECTU ce0sl HEBEKIIMBO M arpPECCUBHO;

4. He pacniopspkaiicsi AeHbraMu TBOEH ceMbH 0€3 pa3pelleHus CTapIIuX - BCEra CIparinBait
poauTenen;

5. He Bctpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAIIBHON KU3HU - IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY
JOBEpsiCUIb.

OCTOPOXKHO

1. He Bce numyt npaBay. Yutaems o cebe HenpaBay B HTepHeTe - cooOuiy 06 3T0M CBOUM
POAMTEISAM MIIU ONIEKyHaM;

2. [IpurnamaroTt nepenuchBaThCs, UTPaTh, 0OOMEHUBATHLCS - POBEPD, HET JIU MOBOXA;
3. Hezakonnoe xonupoBanue ¢aitioB B MIHTEpHETE - BOPOBCTRBO;
4. Bcerma paccka3biBaid B3pOCIbIM O TPOOIeMax B CETH - OHU BCET/Ia IOMOTYT;

5. Ucnonb3yil HacTpoWKK 0€3011aCHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPATH CBOM AKKAYHTHI B
COLICETAX U APYTUX MOpTaax.

MO’KHO

1. YBaxaii 1pyrux nojb30BaTeieu;

2. [lonb3yeuibcst IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maTbes 32 TOMOIIBIO B3POCIIBIM - POAUTEINHN, ONEKYHbI U aIMUHUCTPAIUS CAaliTOB BCETAa
IIOMOTYT;

5. Ipoitnu o6yuenue Ha caite "CeTeBUUOK" M MOTydH MACIOPT MUPPOBOTO rpask1aHuHA!

[Tpunoxxenne Ne 2



WNudopmanmonnas namsTka s 00y4Jaromuxcs Ui pa3MenieHnus Ha O(pUIHaIbHBIX HHTEPHET-
pecypcax

C KaxapIM roaoM MOJIOJECKH B UHTCPHETEC CTAHOBUTCHA 6OJ'II)IHC, a MIKOJJBbHHUKH OJHHU U3 CaMbIX
aKTUBHBIX I10JIb30BaTeIeH PYHCTa. MC)K,Z[y TEM, IOMUMO OTPOMHOT'O KOJIMYCCTBA BO3MO)KHOCTCI71,
HUHTEPHET HECET U HpO6J’I€MBI. JTa maMsaTKa JOJIXKHa ITOMOYb TeOe Oe30macHo HaXoOIUThCsA B CCTH.

KoMmnbroTepHbie BUPYCHI

KomMIibroTepHslii BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOrPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B 10o1n0IHEHNE K 3TOMY, BUPYCHI
MOTYT HOBPEIUTH WK MOJTHOCTHIO YHUUTOXKUTH BCE (ailsibl U TaHHBIE, TOJAKOHTPOJIbHBIC
MI0JIb30BATENI0, OT UMEHHM KOTOPOro ObliIa 3alylleHa 3apa)keHHas porpaMma, a TaKkke OBPeIUTb WK
Jla’ke YHUUTOKUTH OTIEPAIIMOHHYIO CHCTEMY CO BCceMH (haiiimaMu B 1esioM. B OonmpImHCTBE ci1ydaeB
PacIpOCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MeToapl 3alUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcionp3yii COBpEMEHHBIE ONEPALlMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHb 3AIUTHI OT
BPEAOHOCHBIX ITPOIPAMM;

2. I[locTosiHHO ycTaHaBnuBai naytu (U poBbIE 3aIUIATKH, KOTOPhIE aBTOMaTHUECKH
YCTaHABJIMBAIOTCS C LENbI0 JOPAOOTKH MPOTPaMMBI) U Ipyrue 0OHOBIICHHS CBOCH OTEePalMOHHOM
cuctembl. CkaunBail MX TOJIBKO ¢ odunmanbHoro caiita pazpadorurnka OC. Eciu cymiecTByeT pexum
aBTOMATHYECKOTO OOHOBIICHHSI, BKIIIOUH €T0;

3. Paboraii Ha cBO€M KOMIIBIOTEPE 1101 ITpaBaMu M0JIb30BaTENs, @ HE aJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJTMPOBATHCS HA TBOEM IIEPCOHATBHOM
KOMIIBIOTEPE;

4. Vcnionb3yii aHTUBUPYCHBIE IPOIPAMMHBIE TPOIYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanunub puU3HUECKUl JOCTYN K KOMIBIOTEPY JIJIsl HOCTOPOHHUX JIULL;

6. crionb3yit BHEITHHE HOCUTENU HH(OpMAINH, TaKkue Kak (Iemka, IMCK Win ¢Gaill u3 HHTepHeTa,
TOJIBKO M3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIC (DAMIIBI, TOTYyUYEHHBIC U3 HEHAIC)KHBIX UICTOUYHUKOB. Jlaxke Te daiibl,
KOTOpBIE MPHCIIall TBOK 3HAKOMBIH. Jlydllle yTOUHU y Hero, OTIIPABIIsLI JIH OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He B[ nepeiauu JaHHbBIX, HE TEXHOJOTUs, a BCEro JIMIIb OpeHn, mapka. Eme B 1991 roay
HUJIepJIaH/ICKast KOMITaHus 3apeructpuponaia opena "WECA", uto 0003Havano cioBocoYeTaHue
"Wireless Fidelity", koTopblif nepeBoanTcs Kak "OGecrpoBOiHAas TOYHOCTH'.



Jlo Hamero BpeMeHH AoILIa apyras abopeBuaTypa, KOTopas sSBISIETCS TAKOH jK€ TEXHOJIOTHel. DTo
ab06peBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOMH
texuuku Hi-Fi, uro B mepeBose o3HavyaeT "BBICOKAst TOYHOCTH .

Jla, OecruiaTHBIA HHTEPHET-OCTYII B Kad)e, OTEIAX U a3POIOPTax SBJISETCS OTIUYHON BO3MOKHOCTBIO
BbIX0J1a B MHTEpHET. HO MHOTHE SKCIIEPThI CUMUTAIOT, YTO 00mieaoctynabie Wi-Fi ceT He sBisroTes
0€30IaCHBIMU.

CoBeTsl 110 6€30MaCHOCTH pabOThI B 00MIeT0CTYIHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muuHyr0 HHpOpManuio depe3 oomeaoctynasie Wi-Fi cern. PaboTas B HuUX,
JKEJIaTeIbHO HE BBOJUTH MAPOJIH JJOCTYTIA, JJOTHHBI U KAKUE-TO HOMEPA;

2. Mcnionb3yit 1 0OHOBIISAH aHTUBUPYCHBIE IPOrpaMMBbI B Opanamayep. TeM caMbIM Thl 00€3011acHUIllb
ce0s OT 3aKa4KH BUpYCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkimtoun @pynkuuio "O6muit noctyn k daiinam u npuHtepam". JlanHas
(GyHKIHS 3aKphITa 110 YMOJTYAHUIO, OJIHAKO HEKOTOPBIE M0JIb30BATENIM aKTUBUPYIOT €€ Ui y100CTBa
WCIIOJIH30BaHUA B paboTe uiun yuede;

4. He ucnionp3yii myOmmunbiit WI-FI u1st mepenaum TMYHBIX TaHHBIX, HAIIPUMED IS BBIXOZA B
COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Toapko 3amuiienHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. mpu Habope BeO-
aapeca BBoau umeHHo "https://";

6. B mo6unsHOM Tenedone otkiaoun ¢pynkuuto "l[loaxmouenue k Wi-Fi aBromatuyecku". He
JIOTTyCKail aBTOMaTHYECKOTO TOAKIFOYCHUS ycTpoiicTBa kK ceTssM Wi-Fi 6e3 TBoero cornacusi.

ConuajbHble ceTH

COL[I/IaJIBHBIC CCTU aKTUBHO BXOJAT B HAllly KU3Hb, MHOTHC JIFOAN pa60Ta10T H JXUBYT TaM IIOCTOSIHHO,
a B Facebook YKE 3apCruCTpupoBaH MUJIJIMApPI YCJIOBCK, YTO ABJISACTCA OI[HOﬁ CGI[BMO?I BCEX JKUTENCH
IUIaHEeThl. MHOTHE ITOJIb30BaTeIN HE IOHHUMAIOT, YTO I/IH(bOpMaIII/ISI, pasMCIICHHAasA UMU B COLIMATIbHBIX
CCTAX, MOXCET OBITE HaﬁneHa H UCII0JIb30BaHa KEM YT'OJHO, B TOM YHCJIC HC 00s13aTeNnpHO ¢ OJaruMu
HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IO 0E30IIACHOCTH B COLUAJIBHBIX CETAX:
1. Orpannds ciucok Apy3ei. Y Te0s B Ipy3bsiX HE JOJDKHO OBITh CTy4ailHBIX M HE3HAKOMBIX JTFOJICH;
2. 3amuiiail cBoro 4acTHYIO *kHu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHUS

U IPYTYIO JINYHYIO HHPOPMALUIO. 3II0yMBIIUIEHHUKH MOTYT HCIIOJIB30BaTh Aa)Ke HH(POPMAIUIO O TOM,
Kak Tbl U TBOU POJUTEIH IUIAHUPYETE IIPOBECTH KAaHUKYIIBI;



3. 3amumiaii CBOIO PeIryTaIlHio - IEP’KU €€ B UUCTOTE U 3aaBail ce0e BOmpoc: XoTel ObI ThI, YTOOBI
JPYyTHUE MOJIb30BATEIN BUIIENH, YTO ThI 3arpyxaemib? [logymaii, Ipexkie 4eM 4To-TO OIyOJIMKOBATH,
HAIuCcaTh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJbMHU, KOTOPBIX HE 3HAEIllb, HE UCIIOb3YH CBOE peaTbHOE UMS U APYTYIO
JUYHYIO UTHPOPMAIMH: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U Mpoyee;

5. N36erait pazmemenus Gororpaduii B UuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, TI0O KOTOPOM
MO>KHO OIPENETUTh TBOE MECTOMOIOKEHNUE;

6. [Ipu perucTpayy B COIMAILHON CETH HEOOXOAMMO UCTIONB30BATh CIOKHBIC TTAPOJIH, COCTOSIINE U3
OyKkB U (P U C KOJTUIECTBOM 3HAKOB HE MEHEe &;

7. Ans conManbHOM ceTH, MOYTHl M JPYTUX CaliTOB HEOOXOIMMO UCTIONIb30BaTh pa3Hble naponu. Toraa
€ciii Te0s1 B3JIOMAlOT, TO 3J0yYMBIIIJIEHHUKHU TOIYy4aT J0CTYH TOJBKO K OHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHBIE JeHbIU

SHGKTpOHHbIe JCHBI'M - 3TO OYCHb y,[[O6HLII>i croco0 HJIaTe)KeI;'I, OHAaKO CYHICCTBYIOT MOLLICHHUKH,
KOTOPBIC XOTAT MOJIYUUTh 9TU ACHBI'U.

DNEKTPOHHBIE IEHbI'Y MOSIBUIIUCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX T'OCYAapCTBaX J0
CHUX TOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun sxe onu GyHKIIMOHUPYIOT M O HUX YK€ MIPOMKMCAHO B 3aKOHE, TJI€ UX Pa3AeAioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peuiaeTcs IpoBOJUTH onepannuu 6e3 naeHTU(UKaIUY M0JIb30BaTeNsl, @ B HEAHOHUMHBIX
UACHTU(DHUKAIIS TTOIH30BATENS SIBISETCS 0053aTEeIHHOM.

Taxoke cnenyeT pa3nuyarh 3JIEKTPOHHbBIE (PMAaTHBIE I€HBIU (PaBHBI TOCYAPCTBEHHBIM BAJIIOTaM) U
AJIEKTPOHHbIE HE(UATHBIE IEHBIM (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 O€30MacHOI paboTe ¢ MEKTPOHHBIMH JCHbIAMHU:

1. ITpuBsKM K cyeTy MOOUIIBHBIHN TenedoH. ITo caMblil yA0OHBIH 1 OBICTPBIN CIIOCOO BOCCTAHOBHUTH
JOCTYTI K cuety. [IpuBsizaHHbBIN TeneQOH MOMOXKET, €ClI 3a0yIeIIh CBOM IUIATEKHBIN Mapoib WINA
3aiilelllb Ha CalT C HE3HAKOMOI'0 YCTPOUCTBA;

2. I/ICHOHL3YI7I OIHOPA30BLIC MTAPOJIHN. ITocne NnepexoJa Ha YCUJICHHYIO aBTOpU3allUuT0 Tebe YKC HE
6y,ZICT YIpOXKaThb ONMMACHOCTD KpaXy WJIM IIEPEXBATA IIATCIKHOT'O MTAPOJIAd;

3. BriOepu ciioxusIi maposb. [Ipectynmaukam OyAeT He MPOCTO yrajaaTh CIOXKHBIN napoisk. HagexxHbie
MapOoJIH - ATO MAPOJIU, KOTOPBIE COJIEPKaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B ce€0s1 CTPOUYHBIE U
MPONHCHBIE OYKBBI, IU(PHI K HECKOIBKO CUMBOJIOB, TAKUE KaK 3HAK JI0JuTapa, QyHTa,
BOCKIIMIIATEIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;



4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CAlTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIeKTPOHHAsI MOYTA

DNEKTPOHHAs MOYTa - 3TO TEXHOJOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH 10 NEPECHIIKE U MOITYYEHUIO
3JICKTPOHHBIX COOOIIECHHM, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOU ceTh. OOBIUHO 3JIEKTPOHHBII
TOYTOBBIN SAIIUK BRITJISAUT CIETYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeNns(@uMs_aoMeHa. Takke Kpome
nepeaadu MpoCcToro TeKCTa, MMEETCSI BOZMOXKHOCThH Tepe1aBaTh (aiiibl.

OcHOBHBIE COBETHI 110 6€30MacHO paboTe ¢ INMEKTPOHHON TTOUYTOM:

1. Hayio BIOpaTh MpaBUIIBHBIN MOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBII BHIOODP OecIIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JYYIlI€ JOBEPATh TEM, KOT'O 3HACIIb U KTO NEPBBIN B PEUTHHTE;

2. He yxa3piBail B IMYHON nouTe JTUYHYIO HH(popManuto. Hampumep, nyuiie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@" mnum "pok2013" BmMecTo "Temal3";

3. Ucnonb3yit 1ByX3TalHyI0 aBTOPU3ALNI0. DTO KOI'/la TOMUMO HapoJisi HY>KHO BBOJUTH KOJI,
npucbUIaeMbii o SMS;

4. Boibepu cinoxkHbBIN aposib. J{Jis Ka)Xa0ro MOYTOBOTO SIUKA JOKEH OBITh CBOU HAJICKHBIMH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnu ecTh BO3MO>KHOCTB HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITONIB3YH 3TY BO3MOXKHOCTH;
6. Mcnionb3yi HECKOJIBKO MOYTOBBIX AIIUMKOB. [IepBbIil 17151 4acTHOW NEPENUCKU € ajpecaTami,
KOTOPBIM ThI IOBEPSIEILIb. JTO AIEKTPOHHBIN aJipeC HE HAJ0 UCII0JIb30BaTh IIPU PETUCTPALIUN Ha

dbopymax u caiftax;

7. He oTkpbIBaif (haitiibl v Apyrue BIOKEHHUS B MTUCbMAX, JayKe €CIIM OHH MPHIIUIA OT TBOUX JPY3€i.
Jlydie yTOYHH y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (hailibl;

8. [Tocne okoHuaHust pabOTHI HA ITOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIQJIKH C CATOM HE 3a0y/Ib
Ha)kaTh Ha "BriTn".

Ku6epOyLIHHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOymmuHr - mpecieoBaHue COOOIMICHUSIMHE, COJEPKAIUMEI OCKOPOJICHHS, arpecculo,
3aIyTHBAHKE; XYJIUTAHCTBO; CONMATHHOE OOWKOTUPOBAHUE C IIOMOIIBIO PA3IMYHBIX HHTCPHET-
CEpPBHUCOB.

OCHOBHBIE COBETHI 110 O0PHOE ¢ KHOSPOYILTUHTOM:

1. He Gpocaiicst B 60#. JIyummmii crioco0: TOCOBETOBATHCS Kak ce0st BECTH H, €CJIH HET TOT0, K KOMY

MO>KHO 00paTUTHCS, TO BHAYajIe yCIIOKOUThCS. ECliu Thl HaYHEb OTBEYaTh OCKOPOICHUSIMHU Ha
OCKOpOJIEHUS, TO TOJBKO e1lle OoJbIIe pa30AOKellb KOHPIHKT;



2. Ypasindii cBoeil kubeppernyTaluei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BeCTH XyJIUTaHCKUN 00pa3 BUPTyaJIbHOU XU3HU. IHTEpHET (PUKCHPYET BCE TBOH
JeMCTBUS M COXPAHAET UX. Y AAJIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobnronait CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuauuHbii HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE COOOIIEHUS JIyUIlIe
urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yalbHOW CTa UM,

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIMAIBHBIX CETSAX €CTh
BO3MOYXHOCTh OJIOKMPOBKH OTIPABKH COOOLICHHI C ONpEeAEIEHHBIX a/IpECcOB;

8. Eciu TBI cBUACTENh KNOCPOYyUTHHTA. TBOM IEWCTBUS: BRICTYITUTh IPOTHB TPECIICI0BATEIIS,
MOKAa3aTh €MY, YTO €T0 JeUCTBUS OLICHUBAIOTCS HETAaTUBHO, MOAJEPKATh KEPTBY, KOTOPOM HYKHA
TICUXOJIOTHYECKast IOMOIIb, COOOITUTH B3POCIBIM O (PAKTE arpecCUBHOTO TIOBEICHUS B CETH.
MoOuabHbIi Tesie)oH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COAepkKaT B ce0e BIOJIHE B3POCIbI (DYHKIIMOHAT, U TENEPh
OHHM MOTYT KOHKYPHPOBATh CO CTAIMOHAPHBIMHU KOMITbIOTepamMu. OTHAKO, CPEACTB 3aIIUTHI IS
MOIOOHBIX YCTPOMCTB MOKa 0UeHb Mano. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE

TaK MHTEHCUBHO, Kak 11 [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAIN HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue GyHKIMOHAIA BI€YET 32 COOO0 OOJBIIYIO CII0KHOCTh M MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOIUTENH BBITYCKalOT OOHOBJICHHS, 3aKPBIBAIOLINE KPUTUUECKHUE YA3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 0€30IaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He siBnsieTcs no-HacrosiemMy 6ecriaaTHbIM. bys ocTopoxeH, Beab Korja Tede mpeyiaraor
OecriaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexe ueM otrnpaButh SMS, ¢hoto nin Buaeo. Thl TOUHO 3HACIIB, TAC OHU OYAYT B
KOHEYHOM uTore?

HeobxonumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI ISl MOOMIIBHBIX TeJIe()OHOB;



He 3arpy>1<ap”1 MPUIIOKCHUA OT HCU3BCCTHOTO UCTOYHHKA, BEAb OHU MOT'YT COACPIKATh BPCAOHOCHOC
IIporpaMMHOC 06CCH€‘leHI/Ie;

[Tocne Toro Kax ThI BeIMIENIb C caiiTa, I/1€ BBOJWI JUUYHYIO HHPOPMAIUIO, 3l B HACTPOHKH
Opaysepa u ynanu cookies;

HepI/IO,Z[I/I‘ICCKI/I HpOBepﬂﬁ, KaKHC IUVIATHBIC YCIIYT'M aKTUBHUPOBAHBI HA TBOEM HOMCPE;
I[aBaﬁ CBOH HOMCD MOOMJILHOT'O TCJ'Ie(l)OHa TOJIBKO JIFOJSIM, KOTOPBIX Thl 3HACIIb U KOMY JOBCPACHIb,

Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOTJ]a Thl UM HE NoJib3yenibes. He 3a0piBail nHOTIa MPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOYHBIE, 3aXBAThIBAIOINE pa3BiIeueHHs], 00bEeINHSIOIINE COTHH
TBICSIY YEJIOBEK 10 BceMy MUpY. rpoku uccienyroT JaHHbI UM MUp, OOLIAIOTCS APYT C IPYTOM,
BBITOJIHAIOT 3aJaHUs, CPAKAIOTCSA C MOHCTPAMM U IIOJIYYarOT ONBIT. 3@ yIOBOJBCTBUE OHU IUIATAT:
MOKYTAIOT JUCK, OIJIaYUBAIOT a0OHEMEHT WJIM IIPUOOPETAIOT KAKKE-TO OILUU.

Bce aTH cpeacTBa nayT Ha NOJAEpKAHUE U PA3BUTHE UIPbI, a TAKXKE HA caMy 0€3011aCHOCTD:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCS HOBBIE MAaT4YX (LIU(POBBIE 3aIIATKHU JUIs

IIPOrpaMM), 3aKpbIBAOTCS YI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIlaCaTbCAd HC CTOJIbKO CBOUX COIICPHHUKOB, CKOJIbKO KpaXu TBOCTO IapOJId,
Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3aAl[UU OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecniu apyroit urpok Bezet cedst I0X0 UM CO34aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE
UTPOKOB;

2. [Moxkanyiics agMUHUCTpATOPaM UIpbl Ha IJIOXOE MOBEJCHHUE STOT0 UTPOKA, KENATEIbHO MPUIIOKHUTD
KaKue-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii 1MuHyI0 HHPOpPMALIUIO B TIpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIMaaIbHbIC TATYU U MOJBI;

6. Mcrionb3yii CIIOKHBIE U Pa3HbIC MAPOJIH;

7. Jaxe BO BpeMs UTPbI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10Ka ThI Urpaenib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.



OUIIMHT WK Kpazka JJUIHbIX JaHHBIX

OObIuHOM Kpakel IeHeT U JOKYMEHTOB CETOTHS Y>K€ HUKOTO HE YAMBHUIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTHH 3JI0YMBIIIJIEHHUKU TIEPEMECTHIINCH B UHTEPHET, U MPOJOJIKAIOT 3aHUMAThCs " MI0OUMBIM"
JEJIOM.

Tak nosiBUsIach HOBas yrpo3a: HHTEPHET-MOILICHHUYECTBA WM (DUILUHT, IT1aBHAs 11eJIb KOTOPOTo
COCTOUT B MOJTy4YE€HUH KOH(PHUICHIINATHHBIX JaHHBIX TTOJIb30BaTelNeH - IOTMHOB 1 napoieil. Ha
aHrauiickoMm si3bike phishing untaercs kak ¢ummHr (ot fishing - peioHast moBns, password - Mapob).

OcCHOBHBIE COBETHI 110 O0PBOE ¢ PUITHMHTOM:

1. Crenm 3a cBOMM akkayHTOM. Eciiu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0 MO 3a0J0KHUPOBATh €€ U COOOIIUTh AIMHHUCTPATOPAM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. I/ICHOHL3YI7I Oe3omacHbIe Be6-caI>'ITLI, B TOM YHUCJIC, HHTCPHCT-MAra3nHOB U TOUCKOBBLIX CUCTCM;

3. Ucnonb3yii cllo>KHBIE U pa3Hble Mapoiu. TakuM o0pa3om, eciu Te0si B3IOMAaOT, TO
3JI0YMBINIICHHUKY TIOTyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQIITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B311OMaIi, TO HE0OX0AUMO MPETyNPEUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00aBJIECHBI y
TeOs B APY3bsIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHH OYyJeT pacchllaTbCs CIam
Y CCBUIKU Ha (DUITMHTOBBIE CANTBHI;

5. YcranoBu HanexHsli naposis (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHe MapoJs B Opaysepe;

7. He oTkpbiBaii Qaiinbl u qpyrue BIOKEHUS B MUChbMaX, Aa)Ke €CIIM OHU MPUILLIN OT TBOUX JIPY3ei.
Jlydiiie yTOYHH Y HUX, OTIPABIISIN JIK OHU TeOE AT (ailiibl.

HudpoBas penyrauus

Hudposas permyranus - 3T0 HEraTUBHAsI WM MO3UTHUBHAS MH(OpMAIs B ceTH o Tebe.
Kommnpomerupyromias nHGpopmarys, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HbIM 00pa3oM
OTPa3UThCs Ha TBOEH peanbHOM ku3Hu. "Lludposas penyrauus" - 3T0 TBOI UMUK, KOTOPBIN
(dbopmupyercs u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTEIHCTBA, Y4eObl, TBOE (PMHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapaKTepa U paccKa3bl
0 OJM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICICHHO OTHOCSTCS K MyOnukauu auaHoi unopmanuu B Murepuere,
HE MOHUMAasi BO3MOXHBIX MOCIEeICTBHMA. ThI 1axe HE CMOXKEIIb JOTalaThCcst O TOM, 4TO (poTorpadus,
pa3MenieHHas 5 JieT Ha3al, cTajla MPUYMHOM OTKa3a NPUHATH Te0s Ha paboTy.



Kommenrapuu, pazmemienie TBoux Gororpaduit u Apyrue 1eHCTBUS MOTYT HE UCUE3HYTh Jake TOCIie
TOT0, KaK Thl MX yJaaulllb. Thl HE 3Ha€lllb, KTO COXPaHUJ 3Ty HHPOPMALMIO, [I0IaJIa JIX OHA B
MIOUCKOBBIE CUCTEMbI X COXPAHMIIACH JIM OHA, & IJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOLIHE JIIO/H,
KOTOpbIE HAaAYT U yBUIAT 3T0. HaiiT MH(OpMaLuo MHOTO JIET CITyCTs CMOXKET JIF00OH - Kak U3
JTOOPBIX TOOYKICHHH, TAK U C HAMEPEHUEM NPUUYUHHUTD BpPell. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIKTe HU(POBOI pemyTanuu:
1. ITogymaii, mpexe 4eM 4To-To MyOIMKOBaTh U NepeaaBaTh y ceds B O6J0re Wi B COLUANBHOM ceTH;

2. B Hactpoiikax npoduiis yCTaHOBH OTpaHMYEHUS HA IPOCMOTP TBOETO MPOdUIIs U ero
COJIEP’KUMOT0, CIIeNail ero TOJIbKO "1uist Ipy3en';

3. He pa3memaii 1 He yka3bIiBail HHPOPMAITUIO, KOTOPAsI MOXKET KOT0-THO0 OCKOPOISTh HIIM OOMKATh.
ABTOpCKOe NpaBo

CoBpeMeHHbIE IIKOJBHUKY - aKTUBHBIE 110JIb30BaTeNN U(poBOro npocrpancTBa. OAHAKO 1aleKo He
BCE 3HAIOT, YTO MOJIH30BaHHE MHOTHMHU BO3MOXXHOCTSIMH ITU(PPOBOTO MUpaA TPEOYeT COOITIOIEHHS TTPaB
Ha MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyaJIbHAs! COOCTBEHHOCTD' OTHOCUTCS K Pa3IMUYHBIM TBOPECHHSIM YEJIOBEYECKOTO
yMma, Ha4rHag ¢ HOBBIX H306p€TCHHﬁ U 3HAKOB, O603HaanOH_II/IX COOCTBEHHOCTh Ha MMPOAYKTHI U
yCIIyTH, ¥ 3aKaH4YuBasi KHUraMu, potorpadusmMu, KHHOGUIbBMAMH U MY3bIKAJIbHBIMU
MPOU3BCACHUSAMU.

ABTOpCKHeE ITpaBa - 3TO MPaBa Ha MHTEIUICKTYAJIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEPaATyphl U UCKYCCTBA. ABTOPCKHE ITpaBa BRICTYNAOT B KAYECTBE FAPaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIH/TBOPUECKUH TPy aBTOpa HE OyAET HalpacHbIM, JacT €My CIIpaBeIINBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ybTaTax CBOETO TPYy/a, OJIyUYUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 pa3pelIeHus: aBTOpa HE MOXKET BOCIIPOU3BOIUTH €TI0 POU3BEACHUE, PACTIPOCTPAHATD, MyOINIHO
J€MOHCTPUPOBATH, IPOJIaBaTh, UMIIOPTUPOBATH, TyCKATh B IPOKAT, IyOJNYHO UCIIOIHSATH,
MOKa3bIBAaTh/UCIIONHATE B 3(upe mim pa3menars B IHTEepHETE.

Hcnonp3oBanue "mupaTcKoro” mporpaMMHOI0O 00ecredeHusl MOXKeT IPUBECTH K MHOTHUM pHCKaM: OT
MOTEPH JIaHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOICTBa, I/I€ yCTAHOBJIEHA
HelslerajgbHas nmporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JierajbHbIe U OECIUIaTHbIE
IIPOrpaMMBbI, KOTOPbIE MOKHO HAlTH B CETH.

O nopraJjie
CeteBHuOK.p® - TBOI IMIaBHBIN COBETYMK B CETU. 371€Ch Thl MOXEIb Y3HATh O 0€30IaCHOCTH B CETH
MOHSTHBIM M JIOCTYITHBIM SI3bIKOM, @ P BO3HUKHOBEHUH KPUTUYECKOM CUTyallud OOpaTUTHCS 3a

COBETOM. A TakXe NMPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM LU(POBBIM I'PaXJaHUHOM !

[Tpunoxenne Ne 3



[MamsaTka 11 poauTeneid 00 MHPOPMAITMOHHON 0€30MTaCHOCTH AeTel

Omnpenenenue TepMuHa "UH(GOPMAIIMOHHAs 0€30MaCHOCT JIeTel" copepkutcs B DeepalbHOM 3aKOHE
Ne 436-03 "O 3amuTe nereit ot nHGOpMaLUK, IPUUUHSIONIEH BPE UX 30POBbIO U Pa3BUTHIO",
PEryIupYyIOIUM OTHOUICHHUS, CBSI3aHHbIE C 3aIIUTON AeTel OT MH(OpMAIK, TPUUUHSIONIEH Bpell NX
310poBbIO U (WiH) pa3BuTHio. COryiacHO JaHHOMY 3aKOHY "uH(dOpMaImoHHas 6€301macHOCTh JAeTen" -
3TO COCTOSIHUE 3AIIUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBA3aHHBIN C IPUUMHEHNEM
nH(popMalet Bpesa ux 310poBbi0 U (WIK) GU3NYECKOMY, ICUXUIECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cunty @enepanpHoro 3akoHa Ne 436-D3 nnpopmanueit, NpUUuHSIIOMIENH Bpe/] 310pOBbIO U (MIIN)
Pa3BUTHIO JETEH, SABISETCA:

1. undopmarnus, 3anperieHHas Jjisl paCIpOCTPAHCHUS CPEIIU JETEH;

2. uH(opMaIus, pacIpocTpaHEHHE KOTOPOI OrPaHUICHO CPEIH JIETEH OMpeIeICHHBIX BO3PACTHBIX
KaTeropuid.

3. K undopmanmm, 3anpemeHHon AJis paclipoCTpaHEHUs CPEu IETeH, OTHOCHUTCS:

4. nadopmanus, noOyxaaromnias 1eTeil K COBEpIICHUIO TEHCTBUH, IPEACTABISAIONIUX YTPO3Y UX KU3HU
U (W1IK) 310POBbIO, B T.4. IPUUMHEHUIO BPE/Ia CBOEMY 3/I0POBBIO, CAMOYOHICTBY;

5. cocOOHOCTH BBI3BATh Y JI€TEH jKeJIaHUE YIOTPEOUTh HAPKOTHYECKUE CPEJICTBA, ICUXOTPOIHbBIE 1
(Wnn) oypMaHHUBAIOIINE BEIIECTBA, TA0AYHBIE H3/IETHs, ATKOTOJIBHYIO U CITUPTOCOIEPIKAIITYIO
MIPOYKIINIO, TMBO U HAIIUTKH, U3TOTABIMBAEMbIE Ha €r0 OCHOBE; MPUHATH yYacCTHE B a3apTHBIX UTpax,

3aHUMAaTbCA HpOCTHTYHHeﬁ, 6p011$I)KHI/I'~IeCTBOM NI HOHpOIHaI‘/JIHI/I‘-IeCTBOM;

6. 000CHOBBIBAIOIIAS WIIM OIIPABJIBIBAIOIIAS TOMYCTUMOCTb HACHIIUS U (MJTH) KECTOKOCTH MO0
noO0YXKJaromnasi OCyIeCTBIATh HACHIBCTBEHHBIEC JCHCTBHS IO OTHOIICHHIO K JIFOSIM U JKUBOTHBIM;

7. oTpunaroniasi ceMelHble IEHHOCTU U (POPMHUPYIOLIAsi HEYBaKEHUE K POAUTENSAM U (UIIN) IPYTUM
YJIEHAM CEMBbH,

8. ompaB/pIBaroIas MPOTHBOIIPABHOE MTOBE/ICHUE;,
9. comeprkaniasi HEIICH3ypHYIO OpaHb;
10. comepxarniast ”HGOPMAITHIO TOPHOTPAPUIECKOTO XapaKTepa.

K nndopmanuu, pacrpocTpaneHne KOTOPO OrpaHUYEHO CPeAU JeTe ONpeIeI€HHOI0 BO3pacTa,
OTHOCHUTCSI:

1. I/IH(l)OpMaI_[I/IH, mnpeacraBisieéMas B BUIC I/1306pa)KeHI/IH HNJIN OIMHUCaHus KCCTOKOCTH, (bI/I3I/ILIeCKOl"O n
(I/IJII/I) MCUXUYCCKOT'O HACUIIUS, TPCCTYIJICHUSA WJIIX UHOT'O aHTI/IO6IJ_[eCTBeHHOI‘0 I[eflCTBI/ISI;



2. BBI3BIBAIONIAS Y IETEH CTpax, yXKac WIK NaHUKY, B T.4. TIPEACTaBIsIeMasi B BUI€ H300paXKeHUS WIIN
OIMCaHMS B YHUKAIOILEH YeJI0BEUeCKOE JOCTOUHCTBO (hopMe HEHACUIILCTBEHHONW CMEPTH,
3a0oJeBaHus, CaMOyOHIICTBA, HECYACTHOTO CITy4asi, aBapHH WM KaTacTpo(dbl U (MITH) UX
MOCJIEICTBUI;

3. mpeacTaBisieMas B BUAC H300paKEHUS WU ONMCAHMS TIOJIOBBIX OTHOIICHUN MEXKITY MYKIYMHOU U
JKCHIITMHOM

4. conepxarasi OpaHHbIE CJIOBa U BBIPAQXKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOU OpaHH.

C yuerom storo Bam npeanaratorcs npasuiia paboTsl B cetu MIHTEpHET 171 pa3inuyHbIX BO3PACTHBIX
KaTeropui, coOIr0IeHuE KOTOPBIX MO3BOJIUT 00eceunTh HH()OPMAIIMOHHYIO O€301TaCHOCTh BAIIMX
JIETEN.

OO0mme npaBuJa s poauTenei

1. He3aBucuMo OT Bo3pacta peOeHKa HCTIOIB3YHTE MPOrpaMMHOE 00eCIIeYeHrE, TOMOTA0IIee
(GuIbTPOBaTh U KOHTPOJIMPOBATH MH(POPMAIIUIO, HO HE TOJIaraiTech MOJIHOCThIO Ha Hero. Bame
BHUMaHHE K PeOCHKY - TJIABHBIA METO/ 3aIUTHI.

2. Ecniu Bamr peGeHOK MMeeT akKayHT Ha OJTHOM U3 COLMANbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u 1.11.), BHUMAaTeIbHO U3YYHTE, KaKyl0 HH(GOPMAIIMIO TOMEIIAIOT €ro
YYaCTHUKHU B CBOMX MPOGWIAX U Oiiorax, BKIo4as ¢pororpaduu u BUIEO.

3. [IpoBepwTe, ¢ KAKUMH IPYTHUMH CaliTaMU CBSI3aH COLMATBHBIN cepBUC Bamiero pedbenka. CTpaHUUKH
Bamero pe6enka MoryT ObITh 6€30MMaCHBIMH, HO MOT'YT M COJIEpKaTh CCHUIKH Ha HEXeJlaTeIbHbIE U
OTacHbIE CalThl (HapUMep, MOPHOCANT, UIIA CalT, HA KOTOPOM JAPYT YIIOMHUHAET HOMEP COTOBOTO
tenedona Bamiero pedbenka wim Bam nomamrauii aapec).

4. Tloompsiite Bamux neteit cooOmaTh 000 BCEM CTPAaHHOM WM OTTAJIKHBAIOIIEM U HE CITUIIIKOM
OCTPO pearupyiTe, KOraa OHU 3TO JENAl0T (M3-3a OMACeHHsI MOTEPATh AOCTYI K IHTepHeTY 1eTu He
TOBOPAT POJIUTENSAM O MPOOJIeMax, a TAaK)KE MOTYT Ha4aTh UCMOIL30BaTh IHTEpHET BHE IoMa U
IITKOJIBI ).

5. BynwTe B Kypce cereBoii xku3HM Bamero pedenka. HTepecyiitech, KTo UX Apy3bs B IHTEpHET Tak
e, KaK MHTEPECYETECh PEATbHBIMU JPY3bsIMU.

Bospacr ot 7 10 8 ser

B UnTepHere peOeHOK CcTapaeTcs HOCETHTh T€ WIM MHBIE CAWTHI, @ BO3MOXKHO U YaThl, pa3pelieHre Ha
MIOCEIIEHNE KOTOPBIX OH HE NOIy4us Obl oT poauteneit. [Toaromy poauTensiMm 0ocoO€HHO MOJIE3HbI
OyAyT T€ OTYETHI, KOTOPBIE MIPEJOCTABIAIOTCS IPOTrPaAMMaMHU 110 OIPAaHUYEHHIO UCTIOIB30BAHUS
WutepHera, T.€. Pogurenbckuil KOHTPOJIb WM TO, YTO BBl CMOYKETE YBUIETh BO BPEMEHHBIX (paiinax. B
pe3yiabTare, y peOeHka He OyIeT OIIYIIEHHs, YTO 32 HUM BeJIeTCS MOCTOSIHHBIM KOHTPOIIb, O/IHAKO,
poautenu OyayT MO-IPeKHEMY 3HaTh, KAKHE CaiThI ocemaer ux peoeHok. JleT B JTaHHOM Bo3pacTte
00JIaJ]af0T CHIIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUYMBHI M HE COMHEBAIOTCS B aBTopuTeTax. OHHU 00T



UTPaTh B CETEBBIE UI'PBI U ITyTEIIECTBOBATH 110 MIHTEpHETY, NCIOB3Ys 3JIEKTPOHHYIO IOUTY, 3aX0AUTh
Ha CalThI U YaThl, HE PEKOMEHIOBAHHBIE POIUTEIIAMH.

Cosetsl 10 Oe3omacHoCTH B cet UHTEepHeT aisa neteit 7-8 et

1. CoznaiiTe ciucoK JOMAalIHUX MPaBUII oceuieHus InTepHeTa npu ydactuu JAeTel u TpedynTe ero
BBIIIOJIHEHHS.

2. TpeOyiite ot Bamero pedenka coOmro1eHUs] BPEMEHHBIX HOPM HaXO0XKJICHUS 32 KOMIIBIOTEPOM.
[okaxxute pebeHKy, uro Brl HaOmoaeTe 32 HUM HE TOTOMY 4TO Bam 310 X0uercs, a moToMy 4To B

OECIIOKOUTECH O €ro 0E30IaCHOCTH U BCErJia rOTOBBI EMY IIOMOYb.

3. Kommbrotep ¢ moakiroueHneM Kk MTHTEpHETY OJDKEH HaXOIUThCS B OOIEH KOMHATE 10T
IIPUCMOTPOM POJUTENCH.

4, I/ICHOHL3YI7ITC CricnraJIbHBIC JCTCKHUEC ITIOMCKOBBLIC MalllMHbI.

5. Ucnone3yiite cpeacTBa 6JIOKMPOBAHUS HEXKEJIATEIILHOTO KOHTEHTA KAK JIOTIOJIHEHUE K
CTaHJAPTHOMY POIUTENBECKOMY KOHTPOIIIO.

6. CoznaiiTe ceMeWHBIN SJIEKTPOHHBIN SIIUK, YTOOBI HE TO3BOJIMTH JCTSIM UMETh COOCTBEHHBIE ajpeca.

7. BrokupyiiTe JOCTYI K caiiTaM ¢ OECIIATHBIMU TIOYTOBBIMU SIIIIUKAMU C TTIOMOIIBIO
COOTBETCTBYIOIIETO MPOIPAMMHOI0 00ECIICUCHHSI.

8. IIpuyunre nereit coBeToBaThCs ¢ Bamu nepen omy0nMKoBaHHEM KaKOKH-IM00 HHPOpMAaLuu
CpeACTBaMU 3JIEKTPOHHOM MOYTHI, YATOB, PErUCTPALMOHHBIX (popM U npodue.

9. Hayuute neteii He 3arpyath (ailsibl, IpOrpaMMbI WJIH MY3BIKY 0€3 BaIlllero COTJIacHsl.
10. He pa3zpemaiite neTsM UCIOIB30BaTh CIIY>KObI MTHOBEHHOTO OOMEHAa COOOIIEHUSIMH.

11. B "Genblit" criucok caiiToB, pa3pelIeHHbIX ISl TOCEIEHUs, BHOCUTE TOJIbKO CAUTHI C XOpoIIei
pernyranuei.

12. He 3a0bIBaiiTe OecenoBath ¢ 1eThMU 00 UX ApY3bsiX B IHTepHeTe, Kak eciu Obl peusb IIIa 0
IPY3bsiX B pEAILHOM KU3HU.

13. He nenaiite "taby" U3 BONPOCOB MOJIOBOM JKM3HU, TaK Kak B VIHTepHETE AETH MOTYT JIETKO
HaTKHYTbHCS Ha MOPHOTpadUI0 WM CalThI "1Is1 B3pOCIIBIX".

14. Ilpuyunte Bamero pebenka cooOuiaTh Bam 0 JIFOOBIX yTpo3ax WK TPEBOrax, CBS3aHHBIX C
NuTteprerom. OcraBaliTeCh CIOKOWHBIMUA U HATIOMHUTE JIETSAM, YTO OHU B O€30MACHOCTH, €CJIH CaMU
pacckaszaiy BaM O CBOMX TpeBorax. [loxBayinTe WX ¥ MOCOBETYHTE TIOJIONTH €IIIe pa3 B MOJOOHBIX
CIy4asiX.



Bo3spacr nereii or 9 10 12 et

B nanHoM Bo3pacte 1€TH, Kak MIPAaBUJIIO, YK€ HACIBIIIAHBI O TOM, Kakas HH(OpMAaIHs CyIIECTBYET B
Nurepuere. CoBepiieHHO HOPMAJIbHO, YTO OHU XOTST 3TO YBUIETh, IPOUYECTb, YCIbIATh. [Ipu 3TOM
HY>KHO IOMHUTb, YTO JIOCTYII K HEXKEIAaTEIbHBIM MaTepraliaM MOXKHO JIETKO 3a0JIOKMPOBAThH MPU
MIOMOIIU CPeCTB POIUTENBCKOIO KOHTPOJISL.

CoseTsl 110 0e30macHOoCTH U1 ieTer ot 9 mo 12 ner

1. Co3pmaiiTe CIMCOK JOMAIIHUX MPaBHJI MOcemeHust UHTepHeT pu yyacTuu AeTeil u TpedyiiTe ero
BBITIOJTHEHHUSL.

2. Tpebyiite ot Bamero peberka co0t01eHIsI HOPM HAXOXKIEHHUS 32 KOMIIBIOTEPOM.

3. HaGmronaiite 3a pebeHKOM TIpH paboTe 3a KOMIBIOTEPOM, TIOKAXKHUTE eMy, 94To Bbl OecriokonuTecs o
ero 0e30MacHOCTH U BCET/Ia TOTOBHI OKa3aTh €My OMOIIIb.

4. KomnbroTep ¢ noJKiIroueHueM B IHTepHeT J0KeH HaXOAUThCS B 00LIEH KOMHATe MO/
IIPUCMOTPOM POJUTENECH.

5. Ucnonw3yiiTe cpeicTBa OJIOKUPOBAHUS HEXKENATEIHPHOTO KOHTEHTA KaK JIOTIOJTHEHHE K
cTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. He 3a0pIBaiiTe mpUHUMaTh HEMOCPEICTBEHHOE YYacTHe B *KU3HU pedeHKa, Oece0oBaTh ¢ AeTbMU 00
ux 1py3bsix B UHTEepHeTE.

7. HacrauBaiite, 4TOOBI A€TH HUKOI'/Ia HE COTJIAIIAIKMCH HA JIMYHBIE BCTPEUHU C IPY3bSIMHU IO
WHurepHery.

8. ITo3BousAiTE ETSIM 3aXOIUTh TOJIBKO HA CAWTHI U3 "0esoro" crimcka, KOTOPBINA CO3/1aiiTe BMECTE €
HUMU.

9. lIpuyunTe nereit HUKOT/A HE BBIIABATh JIUYHYIO HH(GOPMAIUIO CPEACTBAMU AJICKTPOHHOM MOYTHI,
9YaToOB, CUCTEM MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH, PETUCTPALIMOHHBIX ()OPM, TUUHBIX MPOdUIeH U

MIpHU pErucTpaluy Ha KOHKYpchl B IHTepHeTe.

10. [Ipuyunte neteit He 3arpyxkaTh IporpamMmel 6e3 Barmero paspemenns. OOBICHUTE UM, YTO OHU
MOTYT CITy4alfHO 3arpy3UTh BUPYCHI HIIK APYroe HexeNaTeabHoe IPorpaMMHOe 0OecTieueHHe.

11. Co3znaiite BameMy peOGeHKY OrpaHUYEHHYIO YUETHYIO 3alUCh /7151 pab0Thl Ha KOMIIbIOTEPE.
12. IIpuyunte Bamero pedbeHnka cooOmare BaM 0 JIF0OBIX YTp0O3ax UM TPEBOIaX, CBA3AHHBIX C
Wutepnerom. HanoMuuTte AeTsM, 4TO OHM B 0€30IaCHOCTH, €CIIM CAMH paccKa3ajid BaM O CBOUX

TPEBOIrax U OIIACCHUX.

13. Pacckaxxute netsm o mopHorpaduu B UuTepHeTe.



14. HacrauBaiiTe Ha TOM, YTOOBI IETH NMPEIOCTABIISUINA BaM JOCTYII K CBOCH 3JIEKTPOHHOI mouTe,
YTOOBI BBl YOEIMIINCh, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. O0bscHUTE ETAM, UTO HEJIb3s UCIIOJIb30BATh CETh JUISl XYJIUTaHCTBA, PACIPOCTPAHEHHUS CIIJIETEH
WJIY yTPO3.

Bo3spacr aereii ot 13 10 17 et

B sTOM BO3pacTe moApOCTKH aKTUBHO MCIOJIB3YIOT OMCKOBBIE MAIIMHBI, MTOJIb3YIOTCS ANEKTPOHHON
MOYTOH, CTy’k0aMU MTHOBEHHOT'O 0OMEHA COOOLICHUAMH, CKAYUBAIOT MY3bIKY U (pHIIbMBI. Manpuukam
B 9TOM BO3pacTte OOJIbIIIe [0 HpaBy CMETaTh BCE OTPaHUUYEHUS, OHU KaXKIYT TpyOoro romopa,
a3apTHBIX U, KAPTUHOK "u1st B3pociibiX". JIeBOUKHM MPeOYUTAIOT OOLIATHCS B YaTaX, MPU 3TOM OHU
ropaszio 6ojee 4yBCTBUTENbHBI K CEKCYaJIbHBIM JJOMOTaTeabCcTBaM B MIHTepHETE.

3a4acTylo B JaHHOM BO3pacTe POJUTEISAM YK€ BECbMa CII0KHO KOHTPOJIMPOBATh CBOUX JIETEH, TaK KaK
00 VIHTepHeTe OHM YK€ 3HAIOT 3HAYUTEIHHO OO0JIbIIEe CBOMX pojuTeneil. TeM He MeHee, He OTIyCKaiTe
neteit B "cBoOoaHOE maBanue" mo MaTepHeTy. CTapaiiTech akTUBHO Y4acTBOBATh B OOIICHUH
pebenka B HTepHeTe.

BaxxHo no-npexxuemy cTporo co0o1aTh npasuiia MIHTepHET-0€30MacHOCTH - COTJIAIIEHUE MEXIY
ponutensMu u AeTbMH. Kpome Toro, He06X01MMO KaKk MOKHO Yallle MPOCMaTPUBaTh OTYETHI O
nesrenbHOCTH Aeteit B MHTepHete. Crnenyer oOpaTUTh BHUMaHUE Ha HEOOXO0AUMOCTh COJIEpKAHUS
POIUTENBCKUX Maposiel (maposei aAMUHUCTPATOPOB) B CTPOIOM CEKpeTe U 00paTUTh BHUMaHuE Ha
CTPOroCTh OTUX IAPOJIEH.

CoBeTbl 10 0€30ITaCHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3maiiTe CIMCOK TOMAITHUX MPABHII MTOCEIeHUsT VIHTepHeTa Py y9acTHH MOJIPOCTKOB M TpEOyHTe
0e3yCIOBHOTO €ro BhIMOIHCHHS. OOTOBOPUTE C PEOCHKOM CITMCOK 3aMPEIIEHHBIX CAUTOB ("depHBII
cnucok"), yacel paboTel B UHTEpHETE, pyKOBOJCTBO 1O 001IeHHIO B IHTepHETE (B TOM YHCIIE B YaTax).
2. Komnprotep ¢ moakimroYeHreM K ceti HTepHET T0KeH HaXOAUThCS B 001Iel KOMHATE.

3. He 3a0bIBaiiTe OeceoBath ¢ AeTbMH 00 UX JIpy3bsix B IHTEpHETE, O TOM, YEM OHU 3aHSAThI TAKUM
o0Opa3om, OyaTO peub UET O IPY3bsIX B pealibHOM ku3HH. CripalmBaiiTe o J05X, ¢ KOTOPBIMU JAETH
001I1aI0TCsI MOCPEACTBOM CIIYKO MTHOBEHHOT'O 0OMEHA COOOIICHUSIMHU, YTOOBI YOSAUTHCS, UTO ITH

JIOIU UM 3HAKOMBI.

4. Vcnionb3yiiTe cpelcTBa OJIOKMPOBAHMSI HEXEIaTeIbHOIO KOHTEHTA KaK JOMOJHEHUE K
CTaHAAPTHOMY POIUTENBECKOMY KOHTPOIIIO.

5. Heo6xoaumo 3HaTh, KAKMMU YaTaMH oJib3ytoTesd Bamm netu. [loompsiite ucnonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTaUBalTe, YTOOBI IETH HE OOLIAINCH B IPUBATHOM PEXUME.

6. HactauBaiite Ha TOM, 4TOOBI I€TH HUKOTIa HE BCTPEUATIUCH JINYHO C IpYy3bsIMU U3 ceTu VHTepHeT.



7. llpuyunTte aeteit He BBIIaBAaTh CBOIO JIMYHYIO HH()OPMAIHIO CPEICTBAMH JIEKTPOHHON TIOYTHI,
YaToB, CUCTEM MTHOBEHHOT'O 0OMEHa COOOIIEHUSIMH, PErUCTPALlMOHHBIX (OPM, JTUUHBIX Npoduiei u
IIpU perucTpanuu Ha KOHKypcsl B FIHTEepHeTe.

8. Ilpuyunre nereil He 3arpyxartb nporpamMmsl 0e3 Barero paspemenus. O0bSCHUTE UM, YTO OHU
MOTYT CJIy4aiiHO 3arpy3UTh BUPYCHI WJIU JIPYTO€ HEXeIaTeIbHOe IPOrpaMMHOe 00ecredeHue.

9. I[Ipuyuute Bamero pebenka coob1maTs BaM 0 JIOOBIX YIpo3ax UM TPEBOTax, CBSI3aHHBIX C
WutepHerom. HanoMuuTe AeTsM, 4TO OHU B 6€30I1aCHOCTH, €CIIM CaMH paccKas3alld BaM, O CBOMX
yrpo3ax wiu tpeBorax. [loxBanuTe nx v MOCOBETYITE MOJONTH €1le pa3 B MOJAOOHBIX CIydasX.

10. Pacckaxwure netsim o nopHorpaduu B MaTepHere. [lomorure um 3ammTutbes oT criama. Hayaure
IIOIPOCTKOB HE BBIIaBaTh B MIHTEpHETE CBOETO PEaIbHOTO 2JIEKTPOHHOIO apeca, HE OTBEYaTh Ha
HEe)XeJaTeIbHbIe MMChMa U MCIIOJIb30BATh CIICIIHATIBHBIC TIOUYTOBBIC (PHIIBTPHI.

11. Ilpuyunte ceOs 3HAKOMUTBCSA € caliTaMH, KOTOPbIE MOCEIAOT IIOPOCTKH.

12. HayuuTe nereil yBaxarb Apyrux B MHTEpHETE. Y O€IUTECH, UTO OHU 3HAIOT O TOM, YTO MpaBUiia
XOPpOIIETO MOBEACHUS AEUCTBYIOT BE3/IE - JaK€ B BUPTYaJIbHOM MUDE.

13. OOBsicHUTE ACTSIM, UTO HU B KOEM CJIy4yae Helb3s UCTOIb30BaTh CeTh JJI XyJIUTaHCTBA,
pacnpoCTpaHeHUs CIIETEH WU YIPO3 JPYTHM JIOISM.

14. O6¢cynute ¢ MOAPOCTKAMH MPOOIEMBI CETEBBIX a3apTHHIX MTP M MX BO3MOXKHBIN pucK. HamomuuTe,
4TO ACTH HE MOT'YT UI'PATh B 3TU UI'PbI COTJIACHO 3aKOHY.

[TocrostHHO KOHTpONUpYiiTEe Uconb3oBaHue MuTepHeTra Bammm peGenkom! 310 He HapyIIeHUE €ro
JIMYHOTO MPOCTPAHCTBA, @ MEPA IPEAOCTOPOKHOCTHU U MPOsiBIICHUE Baieil poaurenbckoi
OTBETCTBEHHOCTHU U 3a00THI.

9J'IeKTp0HHI:II>i TEKCT JOKYMCHTA CBCPCH I10:

PacCChlIKa



